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What does the security mean in 
computer networks?

• Making sure that nosy people cannot read, or worse yet,
secretly modify messages intended for other recipients.

• Don’t let people trying to access remote services that they are
not authorized to use.

• Tell whether that message purportedly from the IRS (Internal• Tell whether that message purportedly from the IRS (Internal
Revenue Service) saying: Pay by Friday or else is really from
the IRS and not from the Mafia.

• The problems of legitimate messages being captured and
replayed, and with people trying to deny that they sent
certain messages.

People who cause security problems 
and why.

Network Security Problems

• Network security problems can be divided
roughly into four closely intertwined areas:

• Secrecy (Keep secret)

h i i ( S if i i )• Authentication ( Say if it is correct or not )

• Nonrepudiation ( not denying )

• Integrity control. ( all‐in‐one control )

Secrecy

• Secrecy, also called confidentiality, has to do
with keeping information out of the hands of
unauthorized users.

Authentication

• Authentication deals with determining whom
you are talking to before revealing sensitive
information or entering into a business deal.
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Nonrepudiation

• Nonrepudiation deals with signatures:

– Your costumer says he/she didn’t buy it!! Or he
bought cheap?!

Before Entering The Solutions Some
Information 

• All these issues (secrecy, authentication,
nonrepudiation, and integrity control) occur in
traditional systems, too.

• Integrity and secrecy are achieved by using• Integrity and secrecy are achieved by using
registered mail and locking documents up.
Robbing the mail train is harder now than it
was in Jesse James' day.

• Also, people can usually tell the difference
between an original paper document and a
photocopy, but with electronic checks, the
original and the copy are indistinguishableoriginal and the copy are indistinguishable.

• People authenticate other people by
recognizing their faces, voices, and
handwriting. Proof of signing is handled by
signatures on letterhead paper, raised seals,
and so on. Tampering can usually be detected
b h d iti i k d t Nby handwriting, ink, and paper experts. None
of these options are available electronically.

CLEARLY, OTHER SOLUTİONS ARE
NEEDED!!

Before Jumping to Solutions..

• Before getting into the solutions themselves, it
is worth spending a few moments considering
where in the protocol stack network security
belongsbelongs.

Cryptography

• Except for physical layer security, nearly all
security is based on cryptographic principles.

• A cipher is a character‐for‐character or bit‐for‐
bit transformation without regard to thebit transformation, without regard to the
linguistic structure of the message. In
contrast, a code replaces one word with
another word or symbol. Codes are not used
any more..
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The encryption model (for a 
symmetric‐key cipher).

• The messages to be encrypted, known as the
plaintext, are transformed by a function that is
parameterized by a key.

• The output of the encryption process, known asThe output of the encryption process, known as
the ciphertext, is then transmitted, often by
messenger or radio.

• The art of breaking ciphers, called cryptanalysis,
and the art devising them (cryptography) is
collectively known as cryptology.

• It will often be useful to have a notation for
relating plaintext, ciphertext, and keys. We will
use C = EK(P) to mean that the encryption of
the plaintext P using key K gives the ciphertext
C. Similarly, P = DK(C) represents they p
decryption of C to get the plaintext again. It
then follows that

• This is where the key enters. The key consists of a
(relatively) short string that selects one of many
potential encryptions. In contrast to the general
method, which may only be changed every few years,
the key can be changed as often as required.

• Thus, our basic model is a stable and publicly‐known 
general method parameterized by a secret and easilygeneral method parameterized by a secret and easily 
changed key. The idea that the cryptanalyst knows the 
algorithms and that the secrecy lies exclusively in the
keys is called Kerckhoff's principle

• Kerckhoff's principle: All algorithms must be public; 
only the keys are secret!!

• The nonsecrecy of the algorithm cannot be
emphasized enough. Trying to keep the
algorithm secret, known in the trade as
security by obscurity(not clear) never workssecurity by obscurity(not clear), never works.

Importance of the Keys

• Its length is a major design issue.

• A key length of two digits means that there
are 100 possibilities. A key length of three
digits means 1000 possibilitiesdigits means 1000 possibilities

• Means to have strong security make your key’s
size bigger.
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Encryption Methods

• Substitution ciphers

• Transposition ciphers

Substitution Ciphers

• Each letter or group of letters is replaced by
another letter or group of letters to
disguise(mask) it.

• plaintext: a b c d e f g h i j k l m n o p q r s t u v w x y zplaintext: a b c d e f g h i j k l m n o p q r s t u v w x y z

• ciphertext: Q W E R T Y U I O P A S D F G H J K L Z X C V B N M

• Monoalphabetic substitution

• the plaintext attack would be transformed
into the ciphertext QZZQEA.

How to break this method?

• In English, for example, e is the most common
letter, followed by t,

• A cryptanalyst trying to break a
monoalphabetic cipher would start out bymonoalphabetic cipher would start out by
counting the relative frequencies of all letters
in the ciphertext. Then he might tentatively
assign the most common one to e and the
next most common one to t.

• Another approach is to guess a probable word or
phrase. For example, consider the following
ciphertext from an accounting firm (blocked into
groups of five characters):

• CTBMN BYCTC BTJDS QXBNS GSTJC BTSWX CTQTZ
CQVUJ QJSGS TJQZZ MNQJS VLNSX VSZJU JDSTS
JQUUS JUBXJ DSKSU JSNTK BGAQJ ZBGYQ TLCTZ
BNYBN QJSW

• A likely word in a message from an accounting
firm is financial.

Transposition Ciphers

• Substitution ciphers preserve the order of the
plaintext symbols but disguise them.
Transposition ciphers, in contrast, reorder the
letters but do not disguise themletters but do not disguise them.

• Lets say MEGABUCK is the key.

• The purpose of the key is to number the 
columns, column 1 being under the key letter 
closest to the start of the alphabet, and so on.
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How to break this method?

• Same like before first look E, T, A, O, I, N ( were
the common letters in English.

• If they fit the normal pattern for plaintext. If so, 
the cipher is clearly a transposition cipher,the cipher is clearly a transposition cipher,
because in such a cipher every letter represents 
itself, keeping the frequency distribution intact.

• The next step is to make a guess at the number of 
columns.( e.g O and M follows each other)

• The remaining step is to order the columns.

One‐Time Pads

• Unbreakable cipher.. How??

• Choose a random bit string as the key. Then
convert the plaintext into a bit string, for example
by using its ASCII representation. Finally, computeby using its ASCII representation. Finally, compute
the XOR of these two strings, bit by bit. The
resulting ciphertext cannot be broken, because in
a sufficiently large sample of ciphertext, each
letter will occur equally often, as will every
digram, every trigram, and so on.

• Message 1, ''I love you.'‘ is converted to 7‐bit
ASCII.

• Then a one‐time pad, pad 1, is chosen and
XORed with the message to get the ciphertext.

• One‐time pads are great in theory but have a
number of disadvantages in practice. To start
with, the key cannot be memorized, so both
sender and receiver must carry a written copy
with them.

• Sensitivity of the method to lost or inserted
characters. If the sender and receiver get out
of synchronization, all data from then on will
appear garbled.

Two Fundamental Cryptographic
Principles

• Redundancy: All encrypted messages must
contain some redundancy, that is, information
not needed to understand the message.

• Freshness: Measures must be taken to ensure• Freshness: Measures must be taken to ensure
that each message received can be verified as
being fresh, that is, sent very recently.

Symmetric‐Key Algorithms

• Uses the same key for encryption and
decryption

• Substitutions can be implemented with simple
electrical circuitselectrical circuits.
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• P‐box is a device (P stands for permutation(changing)),
used to effect a transposition on an 8‐bit input.

• Substitutions are performed by S‐boxes

• The real power of these basic elements only becomes
apparent when we cascade a whole series of boxes to
form a product cipher,

DES—The Data Encryption Standard

• The algorithm has been designed to allow
decryption to be done with the same key as
encryption

Triple DES

• IBM realized that the DES key length was too
short

• Two keys and three stages are used.

AES—The Advanced Encryption
Standard

• 1. The algorithm must be a symmetric block
cipher.

• 2. The full design must be public.

• 3 Key lengths of 128 192 and 256 bits must3. Key lengths of 128, 192, and 256 bits must
be supported.

• 4. Both software and hardware
implementations must be possible.

• 5. The algorithm must be public or licensed on
nondiscriminatory terms.

• Like DES, Rijndael uses substitution and 
permutations, and it also uses multiple 
rounds. The number of rounds depends on 
the key size and block size

• Unlike DES all operations involve entire bytes• Unlike DES, all operations involve entire bytes, 
to allow for efficient implementations in both 
hardware and software.
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Rijndael

Cipher Modes

• AES (or DES or any block cipher for that
matter) is basically a monoalphabetic
substitution cipher using big characters (128‐
bit characters for AES and 64‐bit characters forbit characters for AES and 64 bit characters for
DES).

• If you encrypt the plaintext abcdefgh 100
times with the same DES key, you get the
same ciphertext 100 times.

Electronic Code Book Mode

• The straightforward way to use DES to encrypt 
a long piece of plaintext is to break it up into 
consecutive 8‐byte (64‐bit) blocks and encrypt 
them one after another with the same keythem one after another with the same key.

Cipher Block Chaining Mode

• Each plaintext block is XORed with the
previous ciphertext block before being
encrypted.

• The first block is XORed with a randomly• The first block is XORed with a randomly
chosen IV (Initialization Vector), which is
transmitted (in plaintext) along with the
ciphertext.

• We start out by computing C0 = E(P0 XOR IV). 
Then we compute C1 = E(P1 XOR C0), and so on.

• Decryption also uses XOR to reverse the process, 
with P0 = IV XOR D(C0)
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• Advantage that the same plaintext block will 
not result in the same ciphertext block, 
making cryptanalysis more difficult. In fact, 
this is the main reason it is usedthis is the main reason it is used.

Cipher Feedback Mode

Cipher block chaining has the disadvantage of
requiring an entire 64‐bit block to arrive before
decryption can begin.

Stream Cipher Mode

• Encrypting an initialization vector, using a key to get an
output block. The output block is then encrypted, using the
key to get a second output block. The (arbitrarily large)
sequence of output blocks,called the keystream, is treated
like a one‐time pad and XORed with the plaintext to get the
ciphertext

Counter Mode

• One problem that all the modes except
electronic code book mode have is that
random access to encrypted data is
impossible Disk files are often accessed inimpossible. Disk files are often accessed in
nonsequential order, especially files in
databases. With a file encrypted using cipher
block chaining, accessing a random block
requires first decrypting all the blocks ahead
of it

• Here the plaintext is notencrypted directly.
Instead, the initialization vector plus a constant is
encrypted, and the resulting ciphertext XORed
with the plaintext.

Some common symmetric‐key 
cryptographic algorithms.
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Cryptanalysis

• The first development is differential
cryptanalysis.

• The second development is linear
cryptanalysiscryptanalysis.

• The third development is using analysis of the
electrical power consumption.

• The fourth development is timing analysis.

Public‐Key Algorithms

• The key had to be distributed to all users of
the system.

• Keys had to be protected from theft.

1 ( ( ))• 1. D(E(P)) = P.

• 2. It is exceedingly difficult to deduce D from
E.

• 3. E cannot be broken by a chosen plaintext
attack.

RSA(Rivest, Shamir, Adleman)

• Much practical security is based on it.
• Its major disadvantage is that it requires keys of
at least 1024 bits for good security which makes
it quite slow.

• 1 Choose two large primes p and q (typically• 1. Choose two large primes, p and q (typically
1024 bits).

• 2. Compute n = p x q and z = (p ‐ 1) x (q ‐ 1).
• 3. Choose a number relatively prime to z and call
it d.

• 4. Find e such that e x d = 1mod z.

Digital Signatures

• Conditions:

• 1. The receiver can verify the claimed identity 
of the sender.

2 h d l di h• 2. The sender cannot later repudiate the 
contents of the message.

• 3. The receiver cannot possibly have 
concocted the message himself.

Symmetric‐Key Signatures

• One approach to digital signatures is to have a
central authority that knows everything and
whom everyone trusts
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Public‐Key Signatures

• BB passed away

Message Digests

• One criticism of signature methods is that 
they often couple two distinct functions:
authentication and secrecy.

• Authentication scheme that does not require• Authentication scheme that does not require 
encrypting the entire message:

• Hash function, MD, often called a message 
digest, has four important properties:

SHA‐1

• The other major message digest function is
SHA‐1 (Secure Hash Algorithm 1)

Management of Public Keys Certificates
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X.509

• If everybody who wanted something signed
went to the CA with a different kind of
certificate, managing all the different formats
would soon become a problem To solve thiswould soon become a problem. To solve this
problem, a standard for certificates has been
devised and approved by ITU. The standard is
called X.509

Communication Security

• IPsec: Most security experts believe that to be
really secure, encryption and integrity checks
have to be end to end.

• The complete IPsec design is a framework for
multiple services, algorithms and
granularities.

• IPsec has two principal parts. The first part
describes two new headers that can be added
to packets to carry the security identifier,
integrity control data and other informationintegrity control data, and other information.
The other part, ISAKMP (Internet Security
Association and Key Management Protocol)

• IPsec can be used in either of two modes. In
transport mode, the IPsec header is inserted
just after the IP header. The Protocol field in
the IP header is changed to indicate that an
IPsec header follows the normal IP headerIPsec header follows the normal IP header
(before the TCP header). The IPsec header
contains security information, a new sequence
number, and possibly an integrity check of the
payload.
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• In tunnel mode, the entire IP packet, header and all, is 
encapsulated in the body of a new IP packet with a 
completely new IP header.

• Tunnel mode is useful when the tunnel ends at a
location other than the final destination. In some
cases, the end of the tunnel is a security gateway
machine, for example, a company firewall. In this
mode the fire all encaps lates and decaps latesmode, the firewall encapsulates and decapsulates
packets as they pass though the firewall. By
terminating the tunnel at this secure machine, the
machines on the company LAN do not have to be
aware of IPsec. Only the firewall has to know about it.

• The first new header is AH (Authentication
Header). It provides integrity checking and
antireplay security, but not secrecy (i.e., no
data encryption)data encryption).

• In IPv4 it is interposed between the IP header 
(including any options) and the TCP header. 
The payload may have to be padded out to 
some particular length for the authenticationsome particular length for the authentication 
algorithm, as shown.

• The Next header field is used to store the
previous value that the IP Protocol field had
before it was replaced with 51 to indicate that an
AH header follows. In most cases, the code for
TCP (6) will go here.

• The Security parameters index is the connection
identifier It is inserted by the sender to indicate aidentifier. It is inserted by the sender to indicate a
particular record in the receiver's database. This
record contains the shared key used on this
connection and other information about the
connection.

• The Sequence number field is used to number
all the packets sent on an SA. Every packet
gets a unique number, even retransmissions.
In other words, the retransmission of a packet
gets a different number here than the originalgets a different number here than the original.
The purpose of this field is to detect replay
attacks.
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The Authentication data, which is a variable‐length
field that contains the payload's digital signature.
When the SA is established, the two sides negotiate
which signature algorithm they are going to use.
Normally, public‐key cryptography is not used here
because packets must be processed extremelybecause packets must be processed extremely
rapidly and all known public‐key algorithms are too
slow. Since IPsec is based on symmetric‐key
cryptography and the sender and receiver negotiate
a shared key before setting up an SA,

• The AH header does not allow encryption of
the data, so it is mostly useful when integrity
checking is needed but secrecy is not needed.

• The alternative IPsec header is ESP
(Encapsulating Security Payload).

• The ESP header consists of two 32‐bit words.
They are the Security parameters index and
Sequence number fields that we saw in AH. A
third word that generally follows them (but is
technically not part of the header) is the
Initialization vector used for the data encryption,

• ESP also provides for HMAC integrity checks, as
does AH, but rather than being included in the
header, they come after the payload

• Putting the HMAC at the end has an
advantage in a hardware implementation. The
HMAC can be calculated as the bits are going
out over the network interface and appendedout over the network interface and appended
to the end.

Firewalls

• Danger of information leaking out

• Danger of information leaking in
• Mechanisms are needed to keep ''good'' bits in 
and ''bad'' bits out.

• Firewalls are just a modern adaptation of that old
medieval security standby: digging a deep moat
around your castle. This design forced everyone
entering or leaving the castle to pass over a single
drawbridge, where they could be inspected by
the I/O police.
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Virtual Private Networks

• A network built up from company computers 
and leased telephone lines is called a private 
network.

• Virtual Private Networks, which are overlay
networks on top of public networks but with
most of the properties of private networks.

Wireless Security

• It is surprisingly easy to design a system that is
logically completely secure by using VPNs and
firewalls, but that, in practice, leaks like a
sieve This situation can occur if some of thesieve. This situation can occur if some of the
machines are wireless and use radio
communication, which passes right over the
firewall in both directions.

802.11 Security

• The 802.11 standard prescribes a data link‐
level security protocol called WEP (Wired
Equivalent Privacy), which is designed to
make the security of a wireless LAN as good asmake the security of a wireless LAN as good as
that of a wired LAN.

• WEP encryption uses a stream cipher based
on the RC4 algorithm.

Bluetooth Security

• Bluetooth has a considerably shorter range
than 802.11.

• Bluetooth has three security modes, ranging
from nothing at all to full data encryption andfrom nothing at all to full data encryption and
integrity control. As with 802.11, if security is
disabled (the default), there is no security.

• The two devices are assumed to share a secret
key. These shared keys are called passkeys.
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Authentication Protocols

• Authentication is the technique by which a
process verifies that its communication
partner is who it is supposed to be and not an
imposterimposter.

Authentication Based on a Shared 
Secret Key

• For our first authentication protocol, we will
assume that Alice and Bob already share a
secret key, KAB .

• One party sends a random number to the• One party sends a random number to the
other, who then transforms it in a special way
and then returns the result. Such protocols are
called challenge‐response protocols.

• A, B are the identities of Alice and Bob.

• Ri's are the challenges, where the subscript 
identifies the challenger.

• Ki are keys, where i indicates the owner.

• KS is the session key• KS is the session key.

Authentication Using a Key 
Distribution Center

• To talk to n people this way, you would need n
keys.

• In this model,each user has a single key shared 
with the KDCwith the KDC.

E‐Mail Security

• PGP—Pretty Good Privacy:
• PGP is a complete e‐mail security package that
provides privacy, authentication, digital
signatures, and compression, all in an easy‐to‐use
formform.

• PGP encrypts data by using a block cipher called
IDEA (International Data Encryption Algorithm),
which uses 128‐bit keys.

• IDEA is similar to DES and AES: it mixes up the bits
in a series of rounds, but the details of the mixing
functions are different from DES and AES.
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Web Security

• Web security can be roughly divided into
three parts. First, how are objects and
resources named securely? Second, how can
secure authenticated connections besecure, authenticated connections be
established? Third, what happens when a Web
site sends a client a piece of executable code?

Secure Naming

• DNS Spoofing:

SSL—The Secure Sockets Layer

• SSL builds a secure connection between two
sockets, including:

• 1. Parameter negotiation between client and
serverserver.

• 2. Mutual authentication of client and server.

• 3. Secret communication.

• 4. Data integrity protection.

• It is a new layer interposed between the
application layer and the transport layer

• SL's main job is handling compression and
encryption.

Wh HTTP i d SSL i i ll d HTTPS• When HTTP is used over SSL, it is called HTTPS
(Secure HTTP).

• SSL consists of two subprotocols, one for
establishing a secure connection and one for
using it.

A simplified version of the SSL 
connection establishment

subprotocol.
Mobile Code Security

• In the early days, when Web pages were just
static HTML files, they did not contain
executable code. Now they often contain
small programs including Java appletssmall programs, including Java applets,
ActiveX controls.

• Downloading and executing suchmobile code
is obviously a massive security risk, so various
methods have been devised to minimize it.
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Java Applet Security

• Java applets are small Java programs compiled
to a stack‐oriented machine language called
JVM (Java Virtual Machine).

ActiveX

• ActiveX controls are Pentium binary programs
that can be embedded in Web pages. When
one of them is encountered, a check is made
to see if it should be executed and it if passesto see if it should be executed, and it if passes
the test, it is executed.

• The method that Microsoft chose for making
this decision is based on the idea of code
signing.
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