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Introduction

Network is responsible for transmission of data from one device to 

another device. Data can be corrupted during transmission due to 

electrical signals or noise, cross-talk etc. This may be the result of the

conductors that transmit the data across computers or software systems.

Redundancy

The central concept in detecting or correcting errors is redundancy. 

It is able to detect or correct errors, we need to send some extra bits 

with our data. These redundant bits are added by the sender and 

removed by the receiver. Their presence allows the receiver to detect or 

correct corrupted bits.

TYPES OF ERRORS

1- Single bit Error(Random Bit Error)

As name suggest single-bit errors occur when a single bit gets changed 

during transmission of data due to interference in network communication.

0 0 0 0 0 0 1 0 0 0 0 0 1 0 1 0

0 changed to 1

Sent Received

TYPES OF ERRORS

2- Burst Errors

When more than a single bit of data unit gets corrupted it is known 

as Burst error.

0 1 0 0 0 1 0 0 0 1 0 0 0 0 1 1

0 1 0 1 1 1 0 1 0 1 0 0 0 0 1 1

Sent

Received
Bits corrupted by Burst Error
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Error Detection

There are 3 types of error detection method.

1- PARITY CHECK

2- CHECKSUMMING METHODS

3- CYCLIC REDUNDANCY CHECK

1- PARITY CHECK

Simplest form of error detection is the use of a single parity bit. We are

adding one extra bit to the data bit. There are two kind of parity check. 

A) Even Parity : The # of 1s in data (message) bit must be even.

1- PARITY CHECK

B) Odd Parity : The # of 1s in data (message) bit must be odd.

Example: Let say our data has one bit which is 1 and we will send it 

as odd parity.

Example: 

10001110 --- 10101110  => error !

10001110 --- 10100110 => No error detected !!!

Conclusion – 1 PB can only detect an single number of errors !

1- PARITY CHECK
2- CHECKSUMMING METHODS

A) Checksum generator (Transmitter)

The sender follows these steps:

- The data unit is divided into k sections, each of n bits.

- All sections are added using one’s complement to get 

the sum.

- The sum is complemented and becomes the checksum.

- The checksum is sent with the data.
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Suppose the following block of 16 bits is to be sent using a 

checksum of 8 bits. 

10101001   00111001 

The numbers are added using one’s complement

10101001    

00111001

------------

Sum 11100010

Checksum          00011101

The pattern sent is       10101001   00111001   00011101

2- CHECKSUMMING METHODS

B) Checksum Checker(Receiver)

The receiver follows these steps:

- The data unit is divided into k sections, each of n 

bits.

- All sections are added using one’s complement to 

get the sum.

- The sum is complemented.

- If the result is zero, the data are accepted: 

otherwise, rejected.

if result = 0                                                                if result != 0 

Now suppose the receiver receives the pattern sent in Example 7 and 

there is no error. 

10101001   00111001   00011101

When the receiver adds the three sections, it will get all 1s, which, after 

complementing, is all 0s and shows that there is no error. 

10101001

00111001    

00011101 

───────

Sum 11111111  

Complement        00000000 means that the pattern is OK.

3- CYCLIC REDUNDANCY CHECK

An error-detection technique used widely in today’s computer 

networks is based on cyclic redundancy check (CRC) codes. CRC 

codes are also known as polynomial codes.

It is used in networks such as LANs and WANs

D: Data bits to be sent R:CRC bits (Remainder)

CRC codes operate as follows :

•Message (with the remainder) is transmitted to the receiver

•Receiver divides the message and remainder by same 

generating polynomial

•If a remainder not equal to zero results  error during 

transmission

•If a remainder of zero results  it is alright.

Error Correction

Two methods:

1) Retransmission after detecting error

2) FEC

- The ability of the receiver to both detect and correct errors is known as 

forward error correction (FEC). These techniques are commonly used in 

audio storage and playback devices such as audio CDs.

- FEC techniques are valuable because they can decrease the 

number of sender retransmissions required.
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Detection versus Correction

- The correction of errors is more difficult than the detection.

- In error detection, we are only looking to see if any error has 

occurred. The answer is a simple yes or no. We are not

even interested in the number of corrupted bits.

- In error correction, we need to know the exact number of bits 

that are corrupted and, more importantly, their location in the 

message. The number of errors and the size of the message 

are important factors.
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Thank you for listening.

Questions!

http://athena.nitc.ac.in/anas_b130705cs/book.pdf   (kitap
https://www.slideshare.net/kewalramani_renu/error-detection-and-correction-12980998
https://www.techwalla.com/articles/types-of-errors-in-data-communication
https://en.wikibooks.org/wiki/Communication_Networks/Error_Control,_Flow_Control,_MAC
https://www.youtube.com/watch?v=nxyqvB6bZs4

