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INTRODUCTION 
 Some years ago, Abraham Maslow proposed a theory of human 

motivation. The main idea of his theory was that people are motivated 
to satisfy a variety of different needs and these needs tend to form a 
hierarchy in terms of importance. He argued that just after the base of 
the needs such as hunger and thirst, safety and security needs are the 
most fundamental. This theory provides useful insight why people 
spend so much effort, time and money to protect themselves and their 
physical belongings. In the information age we are living, data 
protection is no different with respect to its importance however sadly 
it is the least understood and the most overlooked one.  

WHAT IS SECURITY ? 
 Security is a broad topic and covers a multitude of sins. 

In its most simplest form, it is concerned with making 
sure that nosy people can not read, or worse yet, 
secretly modify messages intended for other 
recipients.  

 Most security problems are intentionally caused by 
malicious people try to gain some benefits, get 
attention, or to harm someone  

Some people who cause security 

problems and why  

What is Network Security ? 
Common Information Security 

Targets 
 The classic top-3 aspects of information security are 

the preservation of: 

1. Confidentiality: Prevention of unauthorized 
disclosure of information.  

2. Integrity: Prevention of unauthorized modification of 
information.  

3. Availability: Prevention of unauthorized withholding 
of information or resources.  

 

http://ocw.metu.edu.tr/file.php/92/chapteri/protection_en.swf
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Common Information Security 

Targets 
 Secrecy (or confidentiality) has a profound importance 

in the military domain and is historically what most 
people first think when they hear the word security 
however in modern business integrity and availability 
are far more important than confidentiality in general. 

 Among these three aspects, potentially the least 
understood one is ‘availability’. As a matter of fact, 
there is a lack of adequate security mechanisms to 
address this problem. For availability, we want to 
prevent denial of service, the prevention or delaying of 
authorized access to resources.  

 

PRACTICE 
Several companies (Yahoo, Google, etc.) offer free email 
services. These services all suffer from an attack called 
‘bots’ signing up thousands of email accounts in every 
minute, which might affect the availability to ordinary 
users. The solution is to come up with a mechanism that 
can distinguish between a computer and a human so 
that the registration is only possible for human but not 
computers 

PRACTICE 
 A captcha (an acronym for "completely automated 
public turing test computers and humans apart") 
exactly does this. Next slide,  you see an example for 
captchas, a distorted text which can be read by 
humans but not computers. Of course this is not 
necessarily absolute, a development in artificial 
intelligence might enable also the computers to read 
the text. 

 

PRACTICE 
 

 

 

 

 This captcha of "smwm" obscures its message from 
computer interpretation by twisting the letters, and adding 
a background color gradient 

Authentication and Authorization 
 Another common information security target is 

authentication, determining whether someone or 
something is, in fact, who or what it is declared to be. 
Usually authentication is followed by authorization, 
giving the permission to do something. 

 The term "identification" has not the same meaning as 
"authentication". Identification answers the question 
"who are you?" whereas Authentication answers "Prove 
it, are you who you say you are?". Therefore we can also 
say that authentication is the process of identification 
verification.  

 

PRACTICE 
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PRACTICE PRACTICE 

Where in the protocol 

network security belongs ? 
 There is probably no one single place.  

 Every layer has something to contribute  

Pyhsical Layer 
 In pyhsical layer, write trapping can be foiled by 

enclosing transmission lines in sealed tubes 
containing gas at high pressure.  

 Any attempt to drill into a tube will release some gas, 
reducing the pressure and triggering an alarm 

 Some military systems use this technique.  

Data Link Layer 
 In data link layer, packets in a point-to-point line can 

be encrypted as they leave one machine and 
decrytpted as they enter another one.  

 This solution breaks down when packets have to 
traverse multiple routers, however, because packets 
have to be decrypted at each router. 

 Nevertheless, link encryption, as this method is called, 
can be added to any network easily and is often useful. 

Network Layer 
 In the network layer, firewalls can be installed to keep 

good packets and bad packets out. 

 IP security also functions in this layer. 
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Transport Layer 
 In the transport layer, entire connections can be 

encrypted, end to end, that is process to process.  

 For maximum security, end to end security is required.  

 

Application Layer 
 Finally, issues such as user authentication and 

nonrepuadiation can only be handled in application 
layer.  

 Except for pyhsical layer  security , nearly all security is 
based on cryptographic priciples.  

CRYPTOGRAPHY 
 Cryptography is the art and science of encryption, 

converting information from its normal form to an 
incomprehensible format. At least, that is how it 
started out. Nowadays, it is much broader, covering 
authentication, digital signatures, and many more 
elementary security functions.  

 

CRYPTOGRAPHY 
 Cryptography is an extremely varied field. From 

quantum physics to DNA computing, there are so 
many scientific disciplines in relation with 
cryptography. Hence there is nobody in the world who 
knows everything about cryptography. There isn’t even 
anybody who knows most of it. 

 

CRYPTOGRAPHY 
 Cryptography by itself is fairly useless. It has to be part 

of a much larger system. Cryptography is like a “lock” 
in the physical world. A lock by itself is singularly 
useless thing. Even though cryptography is only a 
small part of the security system, it is a very critical 
part. Cryptography takes on the role of the lock: it has 
to distinguish between “good” access and “bad” access. 
This is much more difficult than keeping everybody 
out. 

CRYPTOGRAPHY 



15/05/2015 

5 

Terminology 
 Encryption is an algorithmic way to transform the 

message so that the output form of the message does 
not provide any useful information about the message 
to third parties who do not have the key which is a 
parameter of the transformation.  

 Decryption is the process of transforming the 
encrypted message back into its original form using 
the same key. Encryption is not a random way of 
transformation but it is an operation which should 
have a related reverse operation (decryption) so that 
the original message can be recovered. 

 

 

Terminology 
 In cryptographic terminology the message itself is 

called the plaintext, the output of the encryption 
process is the ciphertext and the cipher is the 
cryptographic method (or the hardware) used in the 
transformation. Here the cryptographic algorithm or 
the method is not kept secret, it is publicized. On the 
other hand the key is the secret known only by two 
parties communicating. 

 

Simple Math  
 It is generally useful to have a notation for relating 

plaintext, ciphertext and keys. We will use 

                             C = EK(P)  

   To mean that the encryption of the plaintext P using 
the key K gives the ciphertext C.  

 Similarly,  

                                 P = DK(C)  

represents the decryption of C to get the plaintext again. 

  It then follows that 

DK(EK(P)) = P 

 

Kerckhoff Prensibi 
 In 1883, Kerckhoff postulated the requirements for 

military field ciphers. He argued that the security of 
the encryption scheme must depend only on secrecy of 
the key and not on the secrecy of the algorithms. The 
reasons are as follows: 

1) Algorithms are hard to change and secrets are hard 
to keep.  

2) It is very easy to make a small mistake and design a 
cryptographic algorithm that is weak therefore de 
facto standardization and open evaluation of public 
algorithms is a better process 

CRYPTANALAYSIS 
 Cryptanalysis is the branch of cryptology concerned 

with breaking the cryptographic systems used by 
others. 

 Historically, frequency analysis was the main 
technique used to break simple ciphers. It uses 
statistics to measure the frequency of single letters and 
their combinations in natural languages. In modern 
cryptanalysis, since ciphers became more complex, 
frequency analysis loses its predominance over other 
mathematical techniques 

EXAMPLE 
 To understand how ciphers used in real systems, let us 

examine a substitutional cipher.  

 In a substitution cipher, each letter or group of letters 
is replaced by another letter or group of letters.  

 The oldest known cipher is the Caesar Cipher. In this 
method a becomes D, b becomes E, c becomes F,……. 
and z becomes C.  

 For example, in this cipher ‘attack’ will become 
‘DWWDFN’ 

http://ocw.metu.edu.tr/file.php/93/chapteriitr/005_1_l.swf
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EXAMPLE Types Of  Data Encryptions 
 Symmetric Encryption 

 

 

 Asymmetric Encryption ( Public Key Algorithm ) 

 

 

        

 

 

Symmetric Encryption Asymmetric Encryption 

INTRUSION 
 One of the two most publicized threats to security is 

the intruder ( the other is virusses ), generally referred 
to as a hacker or cracker.  

 Intruders attack range from the benign to the serious. 
At the benign end of the scale, there are maany people 
who simply wish to explore internet and see what is 
out there. On the other hand, individuals who are 
attempting to read privileged data, perform 
unauthorized modifications to data, or distrupt the 
system.  

Intrusion Techniques 
 On the basis of survey of the literature and 
interviews with a number of password crackers, reports 
the following techniques for learning passwords.  

 Try default passwords used with standard accounts 
that are shipped with the system. Many admins do not 
bother to change these defaults.  

 Exhaustively try all short passwords  

 Try words in the system’s online  dictionary or a list of 
likely passwords.  
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Intrusion Techniques 
 Collect information about users, such as their full 

names, the names of their children, pictures in their 
office etc.  

 Try user’s phone numbers, Social Security numbers 
and room numbers  

 Try all legitimate licence plate numbers for this state.  

 Use a Trojan Horse to bypass restrictions on access.  

 Tap the line between a remote and host 

MALICIOUS SOFTWARE 
 Malicious programs can be divided into two groups 

mainly; those that need a host program, and those that 
are independent. We can also differentiate between 
those software threats that do not replicate and those 
that do.  

MALICIOUS SOFTWARE MALICIOUS SOFTWARE 
 A trap door is a secret entry point into a program that 

allows someone that is aware of the trapdoor to gain 
access without going through the usual security access 
procedures.  

 A logic bomb is one of the oldest types of program 
threat, predating viruses and worms,  is the logic 
bomb. It is the code embedded in some legitimate 
program that is set to explode when certain 
conditions are met.  

MALICIOUS SOFTWARE 
 A trojan horse is a useful, or apparently useful, 

program or command procedure containing hidden 
code that , when involved, performs some unwanted or 
harmful function.  

 Zombies are used in denial-of-service attacks, 
typically against targeted web sites.  

 Viruses are the most dangerous one among of those 
lised above. A virus is a program that can infect other 
programs by modifying them, the modification 
includes a copy of the virus program, which can then 
go on to infect other programs.  

 

MALICIOUS SOFTWARE 
 A virus can do anything that other programs do. The 

only difference is that it attaches itself to another 
program and executes secretly  when the host program 
is run.  

 An e-mail virus has some of the characteristics of a 
worm, because it propogates itself from system to 
system.  

 A worm actively seeks out more machines to infect and 
each machine that is infected serves as an automated 
launching pad for attacks on the other machines.  
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Denial-Of-Service Attacks 
  A denial-of-service (DoS) or distributed denial-

of-service (DDoS) attack is an attempt to make a 
machine or network resource unavailable to its 
intended users.  

 This kind of attack can disable a computer and its  
networks if carefully planned and executes.  

 

Denial-Of-Service Attacks 
 Usually an attacker does not use his/her own 

computer. They would create what’s called a Botnet (A 
hive of computers) in which he controls (Remotely 
through use of trojans) and would direct them towards 
one machine. To explain this efficiently,  it’s sort of like 
taking a magnifying glass (1 computer) and trying to 
light a wet piece of tinder, it’s not going to burn, but 
when a whole lot of them (Botnet) are focused on it, it 
will burn. In this way, the hacker can anonymously 
control multiple computers to attack one target to 
bring it down. The attacker would also use Tunneling 
and IP Spoofing to camouflage his identity. 

Denial-Of-Service Attacks 
Targeted Local Disclosed 

Ping Flood 
 A targeted local disclosed attack is when you know the 

IP Address of the target connected to the network and 
you attack it directly. 

 Now, if you write cmd the command below, you will 
start a ping flood for the given ip adresss 

 

 

 

Targeted Local Disclosed 

Ping Flood 
 To understand the command properly here’s the 

argument breakdown: The -t specifies that it keeps 
pinging the host until it times out (Disconnects or 
until you stop it). -l specifies the load you want to 
send, so we are sending 65500 bytes to the host every 
ping. That’s quite a lot of data to handle, the usual 
default ping size is 32 bytes. 

Targeted Local Disclosed 

Ping Flood 
 If you take a look at the PC that’s being attacked, you 

will notice a rather significant increase in activity and 
decrease in speed. If you check the task manager, you 
will see your network activity will have increased. 
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Targeted Local Disclosed 

Ping Flood 
 You must also remember that what ever load you are 

wanting to put on the target computer, you will also be 
putting on your computer, so attacking a stronger 
computer will only end up in a fail.  

 Also another thing to note that if attacking over 
Wireless, it’s less likely to have a strong effect 
compared to LAN. 

QUESTIONS ?  
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